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Abstract 
In spite of a growing addiction to screens and video games, 
Tabletop Role-playing Games (TTRPG) and card games are 
experiencing a golden age of popularity. Though Capture the 
Flag (CTF) games on online platforms are a mainstay of cy-
bersecurity education, the use of tabletop games is not. This 
research examines how interaction with TTRPG and also the 
game design process can yield a better understanding of se-
curity and privacy concepts. Furthermore, inclusion of under-
represented populations into game design can yield game 
content more inclusive to that population.   

1. Introduction 
Gamification, or using game-type elements in non-gaming 
contexts, has the potential to improve user experience and 
engagement [16]. Electronic versions of Capture the Flag 
(CTF) contests have been adopted as a popular gaming 
model in the cybersecurity community and cybersecurity 
education [36]. The games are used to develop and exercise 
cybersecurity skills and recruit [28]. These contests gener-
ally feature a complex online framework to house the chal-
lenges and keep score [32].  The complex setup requires sig-
nificant technical expertise/administration.  

 
Like the rest of cybersecurity, CTF contests typically attract 
fewer underrepresented minorities [32].  The games reflect 
the interests of the designers, who are usually established 
cybersecurity professionals rather than underrepresented mi-
norities [21].   
 
In contrast to the CTF games based online, board games 
feature a face-to-face experience.  In the aftermath of the 
isolation of quarantine, the appeal of in-person gaming has 
increased [44]. Even before the COVID-19 pandemic, board 
games experienced a new era of popularity [33].  Board 
game cafes have sprung up to meet the demand of a younger 
generations devoted to the board game experience [43].  
Consequently the board game provides appealing experi-
ence to a wide demographic [44].   
 
Red-Blue challenges are common exercises used in security 
training and education [15]. Tabletop exercises are a common 

technique to prepare for incident response [31].   This ap-
proach combines these classic education techniques with 
gamification.  

 
Typically games used in education have been developed by 
educators and delivered to learning communities [9, 12]. 
But Bloom’s taxonomy of the six levels of learning assigns 
the highest level of learning longevity to activities involving 
creating or teaching [2]. To engage the critical thinking 
skills of the participants, the game content for the study is 
built by the participants.  By using a low-tech medium to 
deliver the game content, this approach frees the participants 
to use their creativity to devise the challenges.   
 
Game-Based Learning (GBL) and gamification are not new 
concepts in education and training.  Gamification is defined 
as applying game mechanics to non-game contexts [4].  Mo-
tivation can be achieved by rewards such as points and 
badges like video games [38].  But gamification can also be 
achieved by applying elements from board games.   

2. Background 
The approach in this research is based on the history of classic 
board games and their use in education, the use of TTRPG in 
education, and the sparsity of existing games in cybersecurity 
and privacy.  

 

2.1. Classic Board Games as teaching tools 
Two of the best-known classic board games, Monopoly and 
Candyland, were originally developed as teaching tools.  
The first version of the Landlord’s Game (aka Monopoly) or  
was patented by Elizabeth Magie in 1903 after years of de-
velopment [34].   The original published version had two 
sets of rules. A cooperative set rewarded all participants 
when wealth were created. A monopolist set rewarded a 
player who created monopolies and crushed opponents.  The 
game was popular on college campuses as a tool to teach 
fiscal responsibility and economics. 
 
The origins of Candyland are more bittersweet. A school-
teacher named Eleanor Abbott created the game while re-
covering from paralytic poliomyelitis (aka polio).  Before a 
vaccine became common, polio was a frightening and crip-
pling disease that required a breathing apparatus known as 
an iron lung to keep the paralyzed victims alive [27].  Vic-
tims of polio suffered as much from their confinement in the 
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apparatus as from the disease. The game was used for thera-
peutic purposes to entertain the children recuperating from 
polio.     
  
Both games continue to be used for educational and thera-
peutic purposes.  Monopoly has been used to teach account-
ing concepts at University of Southern Indiana [39].  Candy-
land has been used in play therapy to teach young children 
how to express their feelings [42]. 
  
2.2 TTRPG and Education  

The first commercially available tabletop role-playing game 
was Dungeons and Dragons (D&D) created in 1974 [18]. 
This represented an evolution from the previous board game 
structure by adding collaboration amongst the participants 
as well as improvisational dialogue in character.  This col-
laborative storytelling element can also strengthen commu-
nication skills and innovational thinking [3].  
 
TTRPGs have been created within the educational space.   
Studying literature in a middle school through a TTRPG has 
shown that the game documents require a certain amount of 
creative writing [14].  Strategies for recording game status 
are key to allow continuation of the TTRPG in another class 
session.  This is similar to the typical D&D campaign that 
may stop and resume over a series of months. 
 
In Ireland, Cardinot and Fairfield created a board game to 
teach physics and astronomy at the post-primary level [9].  
The learning objectives were driven by national Irish Sci-
ence Syllabus.  The TTRPG is also being used for adult edu-
cation to explore how to solve problems [6].   
 
Technology is defined as something imbued with purpose, 
function or benefit that intelligent species can appreciate 
[10]  By this definition a TTRPG is technology.  The hu-
manities have been notoriously slow adopting digital tools 
for understanding concepts [40].  Conversely, though the 
sciences  wholeheartedly embraced online   platforms, char-
acter-based education is not prevalent [32].  TTRPG has 
successfully been used as a “technology” in both disciplines.   
 
2.3 Existing Cybersecurity and privacy games  
Within the cybersecurity community the CTF model has 
been most popular [28].  The participants work individually 
or form teams to solve cybersecurity primarily on an online 
platform.   There is little to no collaboration between teams.  
Typically the challenge puts the participant in the role of the 
attacker of a system (Red Team).  The participant earns 
points for each challenge based on speed to solution, and 
difficulty of the challenge.   
 
Because of the complexity needed for a CTF environment, 
open-source is an attractive option to building from scratch 
[25].  The virtual CTF environments available as open 

source vary in their functionality and win conditions, mak-
ing the selection and setup a non-trivial exercise even for 
technology experts.   
 
The games to teach data privacy are more rudimentary.  The 
ones aimed at children consist of a series of puzzles and 
self-driven activities [23] or discussion points [8] 
 
3. Research Problem and Objectives 
The literature shows evidence of TTRPG being an effective 
tool for understanding both science and literary information 
in an educational or training setting [9, 14].  It also supports 
the value of the collaborative nature of TTRPG in problem-
solving, developing communication skills, and engaging the 
participants.  But in the security and privacy space it shows 
minimal use of collaborative games and TTRPG.  Subse-
quently, the research problem is to explore the design of 
TTRPG to understand and interpret knowledge in security 
and privacy.   This leads to the research objectives shown in 
Figure 1.  

 
 The first three objectives relate to the design of the games. 
The fourth looks at the engagement of the subjects with the 
design.  

 
3.1 Design Research Objectives  
The first objective is to provide an avenue to apply critical 
thinking skills to security and privacy problems.  The 
TTRPG model encourages innovative thinking instead of 
rote responses typical of a quiz-based game.  These skills 
are also much valued by the business community in their 
workforce [1].  
 
The second research objective is to design diversity, equity, 
and inclusion into the content and game mechanics.   

 
Fig. 1:  Research Objectives 



Women and underrepresented minorities have not been at-
tracted to cybersecurity programs and computer science in 
general, resulting in a lack of diversity in the potential 
workforce [24].     One way to reach underrepresented 
groups, is provide learning options that reduce cultural bias 
[20]. Cybersecurity education researchers Codish and Ravid 
advocated for adaptive game framework that allows a game 
to be tailored to users of the game [13].   A tailored game 
has greater potential for enjoyment and engagement, which 
is key both in cybersecurity education and recruitment  [46].   
  
Games in general have typically reflect the gendered bias of 
the designers in the portrayal of characters, and in the style 
of activities [17].   Putting underrepresented minorities in 
the designer’s role has resulted in designs that are more in-
clusive for all [47].  The nature of TTRPG creative collabo-
ration provides a natural space for inclusive content.   All 
the participants take on the designer’s role.  
 
The third research objective is to apply security usability 
principles to the game design and content mapping.  Because 
of the limited time typically available in both the educational 
and training setting, the game design model must be easy to 
understand, maintain, and play.  

3.2 Gameplay Objective  
The fourth research objective is to provide a measure of 
how well the games engage the target population.  Engage-
ment is key to understanding the security and privacy con-
cepts being explored in the game.   

3.3 Measuring the Design  

Evaluating design is typically a qualitative process.  These 
measures are proposed to give a numeric metric to design. 
Critical thinking of the first objectives involves the ability 
to execute, synthesize, recommend, and generate [45].  The 
storytelling nature of TTRPG lends itself to exercising these 
abilities.  The procedure for creating content in the game de-
sign will require the use of these abilities. The components 
are recorded in a Google form which prompts for a complete-
ness.  Each successfully created component increases the 
score for critical thinking skills.    

The second goal for DEI in content is a tricky measure [11]. 
Science, technology, engineering, and mathematics (STEM) 
disciplines, including security and privacy, were founded by 
a population primarily white, male, heterosexual and able-
bodied [26]. Two key indicators of DEI are representation 
and content wording [7]. For the purposes of this research the 
representation measure is based on the demographics of the 
participants in the research.   

Though gender bias has been recognized in data collection 
and research emphasis [35, 37], tools to measure and correct 
bias are more rudimentary.  Microsoft Word 365 will suggest 
changes for inclusive language [48].  The insights of Gaucher  

et al study which provided evidence of gender bias in job de-
scriptions [19] have been adapted to a create the Totaljobs 
Gender Bias Decoder  tool.   (Fig 2)  The content created for 
the game will be scored using the tool. 

The third goal for security usability is measured by mapping 
the elements of the TTRPG against combined security-usa-
bility principles [22].  This heuristic evaluation technique is 
common to diagnose usability problems in general [30] and 
also in video game interfaces [41]. Each principle receives an 
implementation score ranging from 0 to 2.  Zero indicates the 
absence of the design principle, 1 indicates partial implemen-
tation, and 2 indicates complete implementation.    

3.3 Measuring the Engagement  
In Al-Bashayreh et al the factors of perceived enjoyment (PE) 
and perceived playfulness (PP) present in mobile learning 
apps are examined as a predictor of an intention to use [29].   
This theoretical model has also been used to analyze mobile 
learning attitude during the pandemic [5]. Looking at TRPG 
as technology, whose essence is playfulness and enjoyment, 

 
 
Fig 3: Proposed Theoretical Model adopted from Hwang 
(2014) 

 
 
Fig 2: Totaljobs Gender Bias Decoder sample  



These same factors could be used as a determinant of ac-
ceptance of and engagement with the game.   

Previously Hwang (2014) looked at personal innovativeness 
as it related to usage of Enterprise Resource Planning (ERP) 
systems.  The factors of PU, PE, and PP were proposed to 
predict eventual system usage.  This model was adapted as 
shown in Figure 3 shows TTRPG Acceptance  based on PI, 
PU, PE, and PP.  This leads to the research questions and hy-
potheses shown in Table 1.  
 
Table 1: Research Questions and Hypotheses. 
 

Research Questions 
 

Hypotheses 

RQ1: What are the fac-
tors TTRPG ac-
ceptance/engagement? 
 

H01: PU, PE, and PP posi-
tively and significantly influ-
ence TTRPGA. 
 
H1a: PI will positively and 
significantly influence PU.  
 
H1b: PI will positively and 
significantly influence PE.  
 
H1c: PI will positively and 
significantly influence PP. 
 
H2a: PU will positively and 
significantly influence 
TTRPGA. 
 
H2b: PE will positively and 
significantly influence 
TTRPGA. 
 
H2c: PP will positively and 
significantly influence 
TTRPGA. 
 

RQ2: Does the proposed 
design of TTRPG meet 
needs for critical think-
ing, DEI, and usability? 
 

H3a: Design team composi-
tion will positively influence 
content to demonstrate DEI. 
 
H3b: Creating a TTRPG with 
security and privacy content 
deploys critical thinking 
skills 
  
H3c: Principles of security-
usability design can be suc-
cessfully applied to TTRPG 
design. 
 

 
 

4. Research Design and Procedure 
The subject participants were charged with creating the con-
tent and game mechanics for a TTRPG that required the par-
ticipants to solve security challenges.  The premise of the 
game placed the participants in the role of a Blue team (de-
fensive) during the design process and the Red Team (offen-
sive) during the gameplay.  
 
The participants were divided into two teams. The content 
was designed and written over a two-week period using a 
dashboard created with Google Drive collaboration tools. 
(Fig. 4)   The universal access of the Google Drive makes the 
design materials inclusively available.  The functionality of 
Google forms, spreadsheets, and documents collects data 
about contributions and ensures content meets the require-
ments for participation and tracks completeness. Thus, the 
collaboration platform served two research objectives. 

4.1 Game Mechanics 
 The classic games of Monopoly, Candyland, and Dungeons 
& Dragons (DnD) inspired the game mechanics. Like Can-
dyland, the players used tokens to follow a winding path to 
noted landmarks.  Certain places on the path were marked 
with the letter C.  Like Monopoly, players drew a card that 
described positive or negative situations.  The movement of 
players was set by a 12-sided polyhedral die from DnD and 
players interacted in characters based on their game persona.  

A rulebook was created prior to gameplay to determine the 
win conditions, how points were awarded, and how teams 
were allowed to collaborate.  As play progressed during the 
pilot, additional rules were created.  The game board was a 

 
Fig 5: Game board   

 
Fig 4: Collaboration dashboard for content 
 



representation of a university campus with which all the 
participants were familiar. (Fig. 5) 
 
4.2 Game Content  

While in their design role, each team create three challenges 
for their opponents.  The challenges were based on physical, 
operational, or logical security.  Each challenge was re-
quired to have at least 3 steps, and points were awarded for 
solving each step.  Designers also provided hints which cost 
solving team points if they were used. 
 
Both teams collaborated on the rulebook and the random sit-
uation (“chance”) cards.  These cards often involved humor-
ous interaction between characters in the game, or with spe-
cific locations on the board. 

4.3 Game Play  
 
The participants played the game over two class sessions.  
To preserve progress, the position of the players and the sta-
tus of the completed challenges were saved.  When all the 
game play completed, the assessment questionnaire was ad-
ministered.  

5. Selected Preliminary Results and Discussion  
The pilot for this study was run spring semester of 2023. 
Data for the engagement section was collected using a sur-
vey in Google forms.  Questions in the survey were mapped 
to specific hypotheses to determine whether hypotheses 
were supported or not.  

The participants were undergraduate students majoring in 
STEM. 50% of the students represented the typical STEM 
demographic of white heterosexual males 18-24.  The other 
50% represented Black, Latino, biracial, women, LGBTQ+ 
and/or were of mature age.  (24-45 years old) 
According the content analysis for gender bias, the content 
created by all participants was 0.2% male-coded.  The con-
tent created by the all-male team was 3.5% male-coded, while 
the mixed gender team scored 1.7% male-coded.  

In terms of engagement PE, PU, PP were all strongly sup-
ported. (Table 2)  In addition, all participants reported an in-
crease in expertise related to cybersecurity of varying de-
grees.   Though the subjects reported engagement with the 
games format, they felt strongly that it would not make them 
forget to do their work.  

The comments from the participants showed clear enthusi-
asm for the approach.  It was frequently stated that creating 
the game enhanced their grasp of concepts.  In addition the 
board game as a metaphor was easy to understand, thus sat-
isfying a key usability principle.  The board game speaks to 
this group of subjects, which is diverse in age and back-
ground.  

Table 2 – PE, PU, PP Results 

Construct Agree/ 
Strongly 
Agree 

Disagree/ 
Strongly Disagree 

PE    
All items 

100% 0% 

PU 

Easier 

Effective 

Control 

Useful 

 

96% 

91% 

72% 

100% 

 

0% 

0% 

0% 

0% 

PP 

Forget time 

Forget work 

Enjoyment 

Curiosity 

Exploration 

 

77% 

18% 

90% 

91% 

82% 

 

0% 

36% 

0% 

0% 

18% 

 
6. Future work and discussion 
Better tools for content bias are needed.  It is possible har-
nessing AI can expand the analysis further than job postings.  

Though usability is measured in the design phase through 
heuristic evaluation, a usability measurement during the en-
gagement phase would also be of interest.  While having the 
players design the game in the manner of TTRPG positively 
impacts engagement, it does not promote objectivity in usa-
bility assessment.  Separate participant groups with similar 
and dissimilar demographics could be recruited to play 
through and rate usability.   
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